Onuc nporpamu TecryBanus (v.1.0)

Bepcis Ornuc 3miH Jlata
v.1.0 ITouaTkoBa Bepcisl. 30.04.26
v.1.1 Jlomana TaOauIIs 3 XOCTaMH 21.05.26

Ha3Bu HOBHX 3MIHHHX IPOINKUCAaHI B OIKCI IPOTPAMH TECTYBaHHSI
v.1.2 OnogJireHa Ta0JIAL 3 XOCTaMU 23.07.26
BHeceHi 3MiHM y ONMC IPOrpamMHM BiIIOBLAHO 710 3MiH TUIy aBropu3anii 3 Oauth2 na
api-key
HOSTS

Hassa PREPROD SANDBOX PREPROD LIVE PROD SANDBOX PROD LIVE

3MIHHO{

apiHost | sandbox.preprod.api.upc.ua | live.preprod.api.upc.ua | sandbox.api.upc.ua live.api.upc.ua

Hoctyn 1o paxyHky (Account Information Service)
1. Tecrogi cuenapii nus cropennst account Consent

1.1. Tect keiic Nel. Create Consent Tun "detailed"
POST /consents/account-access

Bumozu 0o 3a20106xi6 ma mina 3anumy onucali 6 0OKymMeHmauii 0o 8i0nosioHoi eepcii

IlepenymoBn:
e KopucryBad 3apeecTpoBaHUil B CUCTEMI
e Mae niiicauii TokeH noctyny (auB. API-kimroui)
Kpoxu BUKOHAHHS:
e OOparu mpoBaiifepa 10 sskoro cTBoproeThest Consent, 3adikcyBaru providerld
e OO0paru ciicok accounts st ctBopenHst Consent, 3adikcyBatu IBANu

e 3pobutn Bukiuk 10 API: POST /providers/{providerld}/ais/v2/consents/account-access

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
TPP-Redirect-URI: "https://google.com"
Content-Type: application/json

PSU-IP-Address: "1.1.1.1"
TPP-Explicit-Authorisation-Preferred: true
Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID-Type: "PHONE" // He 0608'sa3koBuii npu Client-SCA-Approach-Preference redirect

X-API-KEY: 111109ee-b4df-427¢c-0000-f2d8b1c99999 // 3sreHepoBaHuWiA api KAKO4 A,0 3aCTOCYHKY

PSU-ID: "+380971112233" // He 0608'a3koBuii npu Client-SCA-Approach-Preference redirect




BODY:

{
"access": {
"payments": [
{
"account": {
"iban": "UA1234567890123456789012134567"
b
"rights": [
"accountDetails",
"balances",
"transactions"
]
}
]
b
"consentType": "detailed",
"recurringindicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": "4"
}

OuikyBaHuii pe3yabrar:

e Cropeno Consent 3 Tuniom "detailed"
e V¥ Bignosiai npucytHii consentld

[Tpukian BiamOBIII:

{
"consentStatus": "received",
"consentld": "019c0916-ef4d-7228-babe-e0b2a03d57dd",
"_links": {
"self": {
"href": " /sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-e0b2a03d57dd"
b
"status": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-e0b2a03d57dd/status"
b
"startAuthorisation": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-
0b2a03d57dd/authorisations"
}
}
}

1.2.Tecr keiic Ne2. Create Consent tTun "accountList"
POST /consents/account-access

Bumozu 0o 3a20106Ki6 ma mina 3anumy onucani 8 OOKyMeHmayii 00 8ionogioHoi eepcii

epexymoBu:

e KopuctyBad 3apeecTpoBaHUil B CUCTEMI




e Mae niiicHuii TokeH nocrymy (nuB. API-kimroui)

Kpoxu BuUKOHAHHSA:

e OOparu mpoBaiifepa 10 sikoro cTBoproeThest Consent, 3adikcysaru providerld
e 3pobutn Buknuk no API:

POST /providers/{providerld}/ais/v2/consents/account-access
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuMi api KAKOU [,0 3aCTOCYHKY
PSU-IP-Address: "1.1.1.1"

TPP-Explicit-Authorisation-Preferred: true

Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID: "+380971112233" // He 0608'a3kosuii npu Client-SCA-Approach-Preference redirect
PSU-ID-Type: "PHONE" // He 0608'sa3koBuii npu Client-SCA-Approach-Preference redirect

BODY:

{

"access": {
"payments": [
{

"rights": [
"accountDetails",
"balances",
"transactions"

]

}
]
b
"consentType": "accountList"”,
"recurringindicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": "4"

OuikyBaHuii pe3yabrar:

e CtBopeno Consent 3 Tunom "accountList"
e V BiamoBiai npucyTHiit consentld



IMpuxaan Bignosini:

{

"consentStatus": "received",
"consentld": "019c0916-ef4d-7228-babe-e0b2a03d57dd",
" links": {
"self": {
"href": " /sandbox/ais/v2.0/consents/account-access/019c0916-efdd-7228-babe-e0b2a03d57dd"
b
"status": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-e0b2a03d57dd/status"
b
"startAuthorisation": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-
e0b2a03d57dd/authorisations"
}
}
}

1.3.Tect keiic Ne3. Create Consent Tun "aspspManaged"
POST /consents/account-access

Bumozu 0o 3azon06xi6 ma mina 3anumy onucaki 8 0oKymeHnmauii 00 8i0nogioHoi eepcii

Baxnauso:

mun "aspspManaged" niompumyemoca auwe 3i cneyudikauii eepcii 2.2.0 (2.0.6)

epexymosu:

e KopucryBau 3apeecTpoBaHUI B CUCTEMI

e Mae niiicHuii TokeH nocrymny (auB. API-kimroui)
Kpoxu BHKOHAHHSA:

e OO6partu nmpoaiinepa a0 sikoro ctBoproeTbes Consent, 3adikcyBatu providerld
e 3pobutu Buknuk no API:

POST /providers/{providerld}/ais/v2.0/consents/account-access

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHUii api KAKOY A0 3aCTOCYHKY
PSU-IP-Address: "1.1.1.1"

TPP-Explicit-Authorisation-Preferred: true

Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID: "+380971112233" // He 0608'a3koBuii npu Client-SCA-Approach-Preference redirect
PSU-ID-Type: "PHONE" // He 0608'a3koseuii npu Client-SCA-Approach-Preference redirect




BODY:

{

"access": {
"payments": [
{

"rights": [
"accountDetails",
"balances",
"transactions"

]
}

]
b
"consentType": "aspspManaged",
"recurringIndicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": "4"

OuikyBaHuii pe3yabrar:

e (CrBopeno Consent 3 Tunom "aspspManaged"
e V¥ Bignosiai npucytHii consentld

[puxaan Bignosini:

{
"consentStatus": "received",
"consentld": "019c0916-ef4d-7228-babe-e0b2a03d57dd",
" links": {
"self": {
"href": " /sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-e0b2a03d57dd"
b
"status": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-e0b2a03d57dd/status"
b
"startAuthorisation": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0916-ef4d-7228-babe-
e0b2a03d57dd/authorisations"
}
}
}

2. TecroBi cuenapii ais apropusauii Consent
2.1. Tecrt keiic Ne4. Asropusauisa Consent
POST /consents/account-access/{consent-id}/authorisations

Bumozu 0o 3a20106Ki6 ma mina 3anumy onucani 8 0OKymeHmauii 00 8ionogioHoi eepcii

epexymoBu:

e KopuctyBau Mae fificauii TokeH goctyny (nuB. API-xmroui)



e Icuye ctBopennit Consent (muB. TecT ketic #1, #2 a6o #3), 3adikcoBano consentld
Kpoxu BUKOHAHHS:
e 3pooutn Buxnuk no API:

POST /providers/{providerld}/ais/v2/consents/account-access/{consent-id}/authorisations
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuii api KAKOY A0 3aCTOCYHKY
PSU-IP-Address: "1.1.1.1"

TPP-Explicit-Authorisation-Preferred: true

Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID: "+380971112233" // He 0608'a3kosuii npu Client-SCA-Approach-Preference redirect
PSU-ID-Type: "PHONE" // He 0608'askoBuii npu Client-SCA-Approach-Preference redirectentid

BODY: {}
OuikyBaHui pe3yabrar:

e CtBOpeHo aBTopu3ariro s Consent
e V BinmoBiai npucyTHii scaStatus Ta authorisationld

[puxaan Bignosini:

{
"consentStatus": "received",
"consentld": "019c7aab-5419-7046-bcf5-e718134e0adc",
" links": {
"self": {
"href": " /sandbox/ais/v2.0/consents/account-access/019c7aab-5419-7046-bcf5-e718134e0adc"
b
"status": {
"href": " /sandbox/ais/v2.0/consents/account-access/019c7aab-5419-7046-bcf5-e718134e0adc/status"
b
"startAuthorisation": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c7aab-5419-7046-bcf5-
e718134e0adc/authorisations"
}
}
}

s Client-SCA-Approach-Preference: redirect

e [lIpetitu 3a mocunanusm scaRedirect (sxmo Client-SCA-Approach-Preference: redirect) abo
imiriroBat SCA vepe3 inmuit kanan (skmio Client-SCA-Approach-Preference: decoupled)

e Ha Sandbox cTopiHIl CTBOpEHO OOPOOHHUK, /1€ MOXKHA TPUIHATH a00 BIIXWINTH 3aIUT Ha
aBTOPH3ALliIO:

e [linTBepauTu aBTOpU3aLi0 HaTHCHYBIIHM "Accept"



Has Client-SCA-Approach-Preference: decoupled

[Tpuknazx BignmoBii:

{

"scaStatus": "finalised",
" links": {
"scaStatus": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c7b2e-6a91-7644-ae5d-
c2617e6931d5/authorisations/019c7b2e-7c47-7d5b-beb5-593ac088dfle"
}

b
"authorisationld": "019c7b2e-7c47-7d5b-beb5-593ac088dfle",

"psuMessage": "Authorize payment in Bank's mobile application"

}

st sandbox mocTynHMIA eMyISITOp, SIKHH aBTOMAaTUYHO IMiATBEPPKY€E aBTOPH3AIIiI0 yepe3 | ceKyH Ty micis
CTBOPEHHS aBTOpPHU3AILlii.

OuikyBaHuii pe3yabrar:

e BinOyBaeTbcs nepeHanpanieHHs Ha Google (abo inmmii Bkazanuii TPP-Redirect-URI, sikio
cepenoBuie He sandbox)
e [Ipu Buknuky crarycy GET mo Consentld mae 6ytu cratyc "valid" (auB. Tect keiic #5)

3. TecroBi cuenapii nepeBipku Consent ta Consent Authorisation
3.1. Tecr keiic Ne5. Orpumanns cratycy Consent
GET /consents/account-access/{consent-id}/status

Bumozu 0o 3a20106xi6 ma mina 3anumy onucani 6 0oKymenmauyii 00 8i0nosioHoil eepcii

epexymosu:

e KopuctyBau Mae fificHuii TokeH goctyny (nuB. API-xmroui)
e Icnye ctBopenuit Consent (nuB. Tect keiic #1, #2 abo #3), 3adixcoBano consentld

KpOKH BUKOHAHHA:
e 3pobutu Buknuk no API:
GET /providers/{providerld}/ais/v2/consents/account-access/{consent-id}/status
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHuit api KNtOY 4,0 3aCTOCYHKY

BODY: null
OuikyBaHuii pe3yJbTar:
e Tino BixmoBiAi MicTUTh MOTO4YHMIA cTaTyc Consent

IIpukaan Bignosiai:

{

"consentStatus": "valid"

}




3.2. Tect keiic Ne6. Orpumanns cratycy Beix Authorisations nust oqrnoro Consent
GET /consents/account-access/{consent-id}/authorisations

Bumozu 0o 3a2on06xie ma mina 3anumy onucaui 6 0oKymenmauii 0o 6ionosionoi eepcii

IMepexymoBu:

e KopucryBau Mae giiicHuil TOkeH qoctymy (nuB. API-kiroui)
e Icuye ctBopennit Consent (muB. TecT ketic #1, #2 a6o #3), 3adikcoBano consentld

Kpoxu BUKOHAHHS:
e 3pooutn Buxnuk no API:
GET /providers/{providerld}/ais/v2/consents/account-access/{consent-id}/authorisations
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHMit api KAKOY A0 3aCTOCYHKY

BODY: null

OuikyBaHui pe3yabrar:
e Tino BixmoBiai MicTuTh criucok id aBropu3saiiii ;s Consent

Ipuxnax Bixnosini:

{

"authorisationlds": [
"019c0e6d-1ef7-7f4e-a552-d7cec5ff34d9"
|
}

3.3. Tect keiic Ne7. OTpuMaHHs cTaTycy yHikajibHoro Authorisation Consent
GET /consents/account-access/{consent-id}/authorisations/{authorisation-id}

Bumozu 0o 3a20106xi6 ma mina 3anumy onucakni 6 0okymenmauii 0o 8i0nosioHoil eepcii

epexymosu:

e KopuctyBau Mae fificHuii TokeH goctyny (n1uB. API-xmroui)

e Icuye ctBopennii Consent (auB. Tect keiic #1, #2 abo #3), 3adikcoBano consentld

e Icuye cTtBOpena aBTopu3ailis 1iis Consent (quB. TecT keiic #4), 3adikcoBano authorisationld (nuB.
TecT ketic #6)

Kpoxu BHKOHAHHSA:

e 3pobutn Buknuk no API:

GET /providers/{providerld}/ais/v2/consents/account-access/{consent-id}/authorisations/{authorisation-id}

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHui1 api KAKOY 4,0 3aCTOCYHKY




BODY: null
OuikyBaHuii pe3yabrar:
e Tiyno BixMmoBiIi MICTHTh MOTOYHMM cTaTyc aBTopm3alii Consent

Ipuxaan Bignosini:

{

"scaStatus": "finalised",
" links": {
"scaStatus": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0e6c-f7cf-70f7-983f-
05df521de43d/authorisations/019c0e6d-1ef7-7f4e-a552-d7cec5ff34d9" },
"scaRedirect": {
"href": "https://portal.preprod.api.upc.ua/sca-client/mock/upc/bfdb6794-bcb8-4dde-9f3b-
07acf73ef202/019c0e6d-1ef7-7f4e-a552-d7cec5ff34d9/consent"}

b
"authorisationld": "019c0e6d-1ef7-7f4e-a552-d7cec5ff34d9" }

3.4. Tect keiic Ne8 .Orpumanns 06'ekty Consent
GET /consents/account-access/{consent-id}

Bumozu 0o 3azon06xi6 ma mina 3anumy onucaki 8 0oKymenmauii 0o 8i0nogioHoi eepcii

MepexymoBu:

e KopucryBau Mae fificauii TOkeH goctyny (nuB. API-xmroui)
e Icuye ctBopenuit Consent (nuB. Tect keiic #1, #2 abo #3), 3adikcoBano consentld

Kpoxu BUKOHAHHS:
e 3pobutu Buknuk no API:
GET /providers/{providerld}/ais/v2/consents/account-access/{consent-id}
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHui1 api KNtOY 4,0 3aCTOCYHKY

BODY: {}
OuikyBaHuii pe3yabrar:

e Tino BixnmoBiAi mictuth Aerani Consent: MOTOYHMIA CTaTy, IpaBa JOCTYMY, THI, TEPMiH [ii TOIIO



IMpuxaan Bignosini:

{
"consentStatus": "valid",
" links": {
"self": {
"href": "/sandbox/ais/v2.0/consents/account-access/019c0e6c-f7cf-70f7-983f-05df521de43d"
b
"status": {
"href": " /sandbox/ais/v2.0/consents/account-access/019c0e6c-f7cf-70f7-983f-05df521de43d/status"
b
"account": {
"href": " /sandbox/ais/v2.0/accounts" }
b
"access": {
"payments": [
{
"rights": [
"accountDetails",
"balances",
"transactions" ]
}
]
b

"consentType": "accountList",
"recurringindicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": 4,
"combinedServicelndicator": false }

3.5. Tect keiic Ne9. Bigknukannsa Consent
DELETE /consents/account-access/{consent-id}

Bumozu 0o 3az0108xi6 ma mina 3anumy onucali 6 0oOKymeHmauii 0o 8i0nogioHol sepcii

[MepexymoBu:

e Kopucrysau mae aiiicHuii TokeH goctyny (auB. API-kimroui)
e Icuye ctBopennii Consent (auB. Tect keiic #1, #2 abo #3), 3adikcoBano consentld

Kpoxu BHKOHAHHSA:
e 3pobutu Buknuk no API:
DELETE /providers/{providerld}/ais/v2/consents/account-access/{consent-id}
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuUii api KAKOY A0 3aCTOCYHKY

BODY: {}

OuikyBaHuii pe3yabrar:
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e Ortpumasno Bignosiab 3 kogom 204 No Content.

e [Ipu nogansiomy 3anuti crarycy Consent (auB. Tect keiic #5) mae Oytu "terminatedByTpp" uu
"revokedByPsu" 3anexHo Big TOTO, XTO 1HIIIFOBAB BiIKIUKAHHS.

4. TecroBi cuenapii Bukopucranus account Consent
BAKJIMBO: IlepenymoBa /151 HACTYIIHHX TeCT KelciB

e KopuctyBau Mae fificauii TokeH goctyny (nuB. API-xmroui)

e Icnye ctBopenuit Consent (nuB. Tect keiic #1, #2 abo #3) Ta Bin mae cratyc "valid" (auB. Tect
Keiic #4)

e 3adikcoBano consentld
4.1. Tect keiic Nel10. OTpuMaHHS CIUCKY PAXYHKIB

GET /accounts

Bumozu 0o 3a20106xi6 ma mina 3anumy onucaki 8 0oKymeHnmauii 00 8i0nosioHoi eepcii

KpOKH BUKOHAHHA:
e 3pobutn Bukiuk no API:
GET /providers/{providerld}/ais/v2/accounts
Query parameters:

withBalance: boolean // IrHopyeTbes, sikio Consent He iepedadae T0CTyI A0 OalaHCiB

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuii api KAKOY A0 3aCTOCYHKY
Consent-ID: "{consentId}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He 0608'a3koBui

PSU-Corporate-ID-Type: "PHONE" // He o60B'A3koBuiA

BODY: null

OuikyBaHui pe3yabrar:

e (CnmCOK paxyHKIB, K1 BIATIOBIAIOTh IpaBaM J0CTymy, BusHaueHUM y Consent. ko Consent
nepeabdavae 10CTyn 10 OalaHCIB, TO y BIAMOBII TaK0X OyAyTh BKIIOUEHI OaJIaHCH JIJIST KOKHOTO
paxyHKY.
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IMpuxaan Bignosixi 6e3 danaHciB:

{

"accounts": [
{
"iban": "UA1234567890123456789012134567",
"currency": "UAH",
"resourceld": "e555222c-6304-40aa-9933-7952e2fd9999",
"name": "Current account",
"cashAccountType": "CACC",
" links": {
"balances": {
"href": "/sandbox/ais/v2.0/accounts/{resourceld}/balances"
b
"transactions": {
"href": " /sandbox/ais/v2.0/accounts/{resourceld}/transactions?dateFrom=2017-01-
01&bookingStatus=both"

[puxaan Bignosixi 3 0amancamm:

{

"accounts": [
{
"iban": "UA313220000000026007233566001",
"currency": "UAH",
"resourceld": "e555222c-6304-40aa-9933-7952e2fd9999",
"name": "Current account",
"cashAccountType": "CACC",
"balances": [
{
"balanceAmount": {
"currency": "UAH",
"amount": "500000.00"
b
"balanceType": "closingBooked"
b
{
"balanceAmount": {
"currency": "UAH",
"amount": "500000.00"

b
"balanceType": "expected"
}
1
" links": {
"balances": {
"href": "/sandbox/ais/v2.0/accounts/{resourceld}/balances"
b

"transactions": {
"href": " /sandbox/ais/v2.0/accounts/{resourceld}/transactions?dateFrom=2017-01-
01&bookingStatus=both"

}




4.2. Tecrt keiic Nell. OTpumaHHs aeTajeid paxyHKy
GET /accounts/{account-id}

Bumozu 0o 3azo0106xi6 ma mina 3anumy onucakri 6 0OKymeHmauii 0o 8i0nosioHoi eepcii

KpOKH BUKOHAHHA:
e 3pobutn Buknuk no API:
GET /providers/{providerld}/ais/v2/accounts/{account-id}
Query parameters:

withBalance: boolean // IrnopyeTbcs, sikio Consent He iependavae 10CTyIn 10 OanaHCiB
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHuit api KAIOY 4,0 3aCTOCYHKY
Consent-ID: "{consentId}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He 060B'a3koBui

PSU-Corporate-ID-Type: "PHONE" // He o60B'sa3koBuit

BODY: null
OuikyBaHuii pe3yabrar:

e Hanae neraii mo paxyHky, skmjo y Consent nependaueni npasa gocrymy. Skmo Consent nependoaydae
oCTyIl A0 OanaHciB, 1 withBalance=true To BiamoBiai Tako OyyTh BKIHOUYCHI OalaHCH I KOXKHOTO

PaxyHKy.

Mpuxaan Bignosiai 6e3 d0ananciB:

{
"iban": "UA1234567890123456789012134567",
"currency": "UAH",
"resourceld": "e555222c-6304-40aa-9933-7952e2fd9999",
"name": "Current account",
"cashAccountType": "CACC",
" links": {
"balances": {
"href": " /sandbox/ais/v2.0/accounts/{resourceld}/balances"
b
"transactions": {
"href": "/sandbox/ais/v2.0/accounts/{resourceld}/transactions?dateFrom=2017-01-
01&bookingStatus=both"
}
}
}
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IMpuxaan Bignosixi 3 0amancamm:

{

"account": {
"iban": "UA313220000000026007233566001",
"currency": "UAH",
"resourceld": "e55022cc-6304-40aa-9733-7952e2fd9597",
"name": "Current account",
"cashAccountType": "CACC",
"balances": [
{
"balanceAmount": {
"currency": "UAH",
"amount": "500000.00"

b
"balanceType": "closingBooked"
}
1
" links": {
"balances": {
"href": "/sandbox/ais/v2.0/accounts/e55022cc-6304-40aa-9733-7952e2fd9597/balances"
b

"transactions": {
"href": " /sandbox/ais/v2.0/accounts/e55022cc-6304-40aa-9733-
7952e2fd9597/transactions?dateFrom=2017-01-01&bookingStatus=both"

}
}
}
}

4.3. Tect keiic Ne12 OTpuMaHHs TPaH3aKLiil PaXyHKY
GET /accounts/{account-id}/transactions

Bumozu 0o 3azo0108xi6 ma mina 3anumy onucaki 8 0OKymeHmauii 00 8i0nogioHol eepcii

KpOKH BUKOHAHHA:
e 3pobutu Buknuk no API:
GET /providers/{providerld}/ais/v2/accounts/{account-id}/transactions
Query parameters:

withBalance: boolean // Irnopyetbcs, sikio Consent He nepeabdadae 10CTyI 10 OalTaHCiB

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuUii api KNKOY A,0 3aCTOCYHKY
Consent-ID: "{consentId}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He 0608'a3koBui

PSU-Corporate-ID-Type: "PHONE" // He o60B'sA3koBuiA
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BODY: null

OuikyBaHuil pe3yJbTaT:
e Hanae neraini mo Tpan3akiisim, ko y Consent epeadoadeHi mpaBa JOCTyIYy.

IIpuxknax Binnosini:

{

"account": {
"iban": "UA313220000000026007233566001",
"currency": "UAH"
b
"transactions": {
"booked": [
{
"transactionld": 123,
"debtor": {
"name": "Debtor name"
b
"debtorAccount": {
"iban": "LVS8OBANK0000435195001",
"currency": "EUR"
b
"creditor": {
"name": "Creditor name"
b
"creditorAccount": {
"iban": "LVS8OBANK0000435195321",
"currency": "EUR"
b
"transactionAmount": {
"currency": "EUR",
"amount": 123.32
b
"bookingDate": "12.12.2012",
"valueDate": "12.12.2012",
"remittancelnformationUnstructured": "Some details"

}
1,
"pending": [],
" links": {
"account": {
"href": "/sandbox/ais/v2.0/accounts/c59ab17b-6a71-4052-aef5-72165783f4bf"
}
}
b
"size": 0,
"limit": 20

}
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4.4. Tect keiic Nel3. OTpuMaHHs AeTaJjield TpaH3aKUil
GET /accounts/{account-id}/transactions/{transactionld}

Bumozu 0o 3a20106xi6 ma mina 3anumy onucakri 8 0OKymeHmauii 0o 8i0nosioHoi eepcii

KpOKI/I BUKOHAHHA:
e 3pobutn Buknuk no API:
GET /providers/{providerld}/ais/v2/accounts/{account-id}/transactions/{transaction-id}
Query parameters:
dateFrom: date // O6os's13k0Bui, y popmari YYYY-MM-DD
bookingStatus: string // 060B's13x0oBHit. MoxuBi 3naueHHs - booked, pending, both
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuii api KAKOY A0 3aCTOCYHKY
Consent-ID: "{consentId}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He 060B'a3koBui

PSU-Corporate-ID-Type: "PHONE" // He o60B'A3koBui

BODY: null
OuikyBaHui pe3yabrar:

e Hanae neraii mo tpan3akiiii, sikiro y Consent epeadoadeHi mpasa JOCTYILY.
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IMpuxaan Bignosini:

{

"account": {
"iban": "LVS8OBANK0000435195001",
"currency": "EUR"
b
"transactionsDetails": {
"transactionld": 123,
"debtor": {
"name": "Debtor name"
b
"debtorAccount": {
"iban": "LVS8OBANK0000435195001",
"currency": "EUR"

b
"creditor": {

"name": "Creditor name"
b

"creditorAccount": {
"iban": "LVS8OBANK0000435195321",
"currency": "EUR"
b
"transactionAmount": {
"currency": "EUR",
"amount": 123.32
b
"bookingDate": "12.12.2012",
"valueDate": "12.12.2012",
"remittancelnformationUnstructured": "Some details"

Inimiamis miarexy (Payment Initiation Service)
1. TecroBi cuenapii Payment Initiation Service
1.1. Tect keiic Nel Create consent initiation payments
POST /payments/instant-credit-transfers | POST /payments/credit-transfers

Bumozu 0o 3azon06xi6 ma mina 3anumy onucaki 8 0OKymeHmauii 00 8i0nogioHol eepcii

MepenymoBu:

e KopucryBau 3apeecTpoBaHUi B CUCTEMI
e Mae niiicHuii TokeH nocrymny (auB. API-kiroui)

Kpoxu BHKOHAHHSA:

e OOparu mpoBaiifiepa 0 SKOTO CTBOPIOETHCS TIATIK

e 3acdikcyBaru providerld

e o0Oparu T {payment-product} - instant-credit-transfers a6o credit-transfers
e 3pobutu BUKIUK 10 API:

POST /providers/{provider-id}/pis/v2/payments/{payment-product}
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HEADERS:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000 // {uuid}

PSU-IP-Address: "1.1.1.1"

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHuit api KAIOY 4,0 3aCTOCYHKY

BODY:

{

"debtorAccount": {
"iban": "UA313220000000026007233566001",
"currency": "UAH"

b

"instructedAmount": {
"currency": "UAH",
"amount": "12.21"

b

"creditor": {
"name": "Coden Postal",
"creditorld": "CP122540",
"creditorldType": "PSPT"

b

"creditorAccount”: {
"iban": "UA633220000000029908753443001",
"currency": "UAH"

b

"remittancelnformationUnstructured": [
"Some details"

|

}

OuikyBaHui pe3yabrar:

e CrBopeHo miatix 3 "transactionStatus”: "RCVD"

v

e 'V BiamoBini npucytHii "paymentld”

IIpuxknan Bixnosini:

{

"transactionStatus": "RCVD",
"paymentld": "019cfaf3-6d52-76a0-9064-969a181c03ee",
"_links": {
"self": {
"href": "/sandbox/pis/v2.0/payments/instant-credit-transfers/019cfaf3-6d52-76a0-9064-969a181c03ee"
b
"status": {
"href": "/sandbox/pis/v2.0/payments/instant-credit-transfers/019cfaf3-6d52-76a0-9064-
969a181c03ee/status"
b
"startAuthorisation": {
"href": "/sandbox/pis/v2.0/payments/instant-credit-transfers/019cfaf3-6d52-76a0-9064-
969a181c03ee/authorisations"

}
}
}




1.2. Tect keiic Ne2. CTapT aBTOpHM3aNiil MJIaTEXKY
POST /payments/{payment-product}/{payment-id}/authorisations

Bumozu 0o 3a20106xi6 ma mina 3anumy onucakri 8 0OKymeHmauii 0o 8i0nosioHoi eepcii

MepexymoBu:

e KopuctyBau Mae fificauii TOkeH goctyny (nuB. API-xmroui)
e IcHye cTBOpenwmit uiatixk (auB. Tect keiic #1), 3adikcoBano paymentld

YBAIL'A: mun {payment-product} ¢ 3anumi nogunern ¢ionogioamu muny, 01 AK020 CHE0PI08AECA
naamidic y Tecm keic Nol

Mo:xausi 3HayenHs {payment-product} - instant-credit-transfers ago credit-transfers
Kpoxu BUKOHAHHS:
e 3pooutn Buknuk no API:
POST /providers/{provider-id}/pis/v2/payments/{payment-product}/{payment-id}/authorisations
HEADERS:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Client-Redirect-URI: https://google.com

Content-Type: application/json

X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHuii api KAKOY A0 3aCTOCYHKY
PSU-ID: "2353909119" // use this value for sandbox

PSU-ID-Type: "PHONE"

BODY: {}
OuikyBaHuii pe3yabrar:

e CtBOpeHo miarixk 3 "transactionStatus": "RCVD"
e V Biamosiai npucytHii "paymentld"

IIpuxknan Bixnosini:

{
"scaStatus": "received",
" links": {
"scaStatus": {
"href": "/sandbox/pis/v2.0/payments/instant-credit-transfers/019cfb75-7982-78b5-9a50-
b92813afcd7b/authorisations/019cfb75-8e7d-755d-bbc2-e1e5928a3698"
b
"scaRedirect": {
"href": "https://portal.preprod.api.upc.ua/sca-client/mock/upc/bfdb6794-bcb8-4dde-9f3b-
07acf73ef202/019cfb75-8e7d-755d-bbc2-e1e5928a3698/consent"
}
b
"authorisationld": "019cfb75-8e7d-755d-bbc2-e1e5928a3698"
}

s Client-SCA-Approach-Preference: redirect

HonatkoBo: Ha sandbox jocTymHA eMyJIsList MiATBEPAKEHHS I1aTexy 3 60Ky kopuctysaya 3 PSU-ID:
"2353909119".
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1. Tlepeiitu 3a mocuinanusam y _links/scaRedirect (sixmo Client-SCA-Approach-Preference: redirect)
a0o inimitoBatu SCA uepes inmmii kanai (sikiro Client-SCA-Approach-Preference: decoupled)

2. Ha Sandbox cTopiHIl CTBOPEHO OOPOOHHK, 1€ MOXKHA TPUIHATH a00 BIIXWIUTH 3aIUT Ha
aBTOPU3AIIIIO.

3. IlinTBepauTHn aBTOpM3aIito, HaTucHyBIHK "Confirm".

2. TecToBi cueHapii nmepeBipku mjiaTexy
2.1. Tect keiic Ne3. OTpuMaHHS AeTajleH IJIATEKY
GET /payments/{payment-product}/{payment-id}

Bumozu 0o 3a20106xi6 ma mina 3anumy onucaki 8 0oKymeHmauii 00 8i0nosioHol eepcii

IMepexymoBu:

e KopuctyBau Mae AificHui TOkeH qoctymy (nuB. API-kiroui)
e Icuye cTtBopenuii ttatixk (nuB. Tect keiic #1, #2), 3adikcoBano payment-id

KpOKH BUKOHAHHA:
e 3pobutn Bukiuk no API:
GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-product}/{payment-id}

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHuit api KAtOY 4,0 3aCTOCYHKY

BODY: null

OuikyBaHui pe3yabrar:
e Tino BigmoBiai MicTuTh oTouHui craryc Consent

Ilpukaan, pparmedT Bianosizi:

{

"transactionStatus": "RCVD",

"_links": {
"self": {

"href": "/sandbox/pis/v2.0/payments/instant-credit-transfers/019cfbb3-d015-7a47-bd16-76f18e90d58e"

}
//...

}

}

2.2. Tect keiic Ned. OTpUMAaHHS CTATYC MJIATEKY
GET /payments/{payment-product}/{payment-id}/status

Bumozu 0o 3a20106Ki6 ma mina 3anumy onucani 8 OOKyMeHmauyii 00 8ionogioHoi eepcii




IMepexymoBu:

e KopuctyBau Mae giiicHuil TokeH qoctymy (nuB. API-kiroui)
e Icuye ctBopenuii Consent (quB. Tect kefic #1, #2), 3adikcoBano consentld (Bin xe payment-id)

KpOKI/I BUKOHAHHSA:

e 3pobutn Buknuk no API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-product}/{payment-id}/status

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHuit api KAIOY 4,0 3aCTOCYHKY

BODY: null

OuikyBaHui pe3yabrar:
e Tino BixmoBiAi MicTUTh TOTO4YHMIA cTaTyc Consent

[puxaan, pparmMenT BiaNMoBiai:

{

"transactionStatus": "RCVD"

}

2.3. Tecr keiic Ne5. OTpuMaHHsI aBTOpPU3ALiil MJIATEKY
GET /payments/{payment-product}/{payment-id}/authorisations

Bumozu 0o 3azon06xie ma mina 3anumy onucari 6 0OKymeHmauii 00 8i0nogioHol sepcii

MepenymoBu:

e Kopucrysau mae aiificHuii TokeH goctymny (auB. API-kiroui)
e Icuye cTtBopennii tutatix (1uB. Tect keiic #1, #2), 3adikcoBano consentld (Bin sxe payment-id)

Kpoxku BUKOHAHHS:
e 3pobutu Buknuk no API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-product}/{payment-
id}/authorisations

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // 3reHepoBaHUii api KAKOY A0 3aCTOCYHKY

BODY: null
OuikyBaHuii pe3yabrar:

e Tiyjo BignoBiai MicTUTEL HasiBHI authorisationlds
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IMpuxaan Bignosini:

{

"authorisationlds": [
"019cfbb3-eee5-771a-b877-89a5a17cd505"
]
}

2.4. Tect keiic Ne6. OTpuMaHHs AeTaJli aBTOPHU3AILii MJIaTEXKY.
GET /payments/{payment-product}/{payment-id}/authorisations/{authorisation-id}

Bumozu 0o 3a20106xi6 ma mina 3anumy onucaki 6 0oKymeHmauii 00 8i0nosioHoi eepcii

MepenymoBu:

e KopuctyBau Mae fificauii TOkeH goctyny (nuB. API-xmroui)
e IcHye cTtBopenuii iatix (nuB. Tect keiic #1, #2), 3adikcoBano consentld (BiH sxe payment-id)
e 3a¢ikcoBano authorisation-id (muB. TecT kefic #5)

Kpoxu BUKOHAHHS:
e 3pobutu Buknuk no API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-product}/{payment-
id}/authorisations/{authorisation-id}

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
X-API-KEY: 111109ee-b4df-427c-0000-f2d8b1c99999 // sreHepoBaHuit api KAtOY 4,0 3aCTOCYHKY

OuikyBaHui pe3yabrar:
e Tino BiAmoBiAl MICTUTH Aeraii authorisationld

IIpuxknan Bixnosini:

{

"scaStatus": "finalised",
" links": {
"scaStatus": {
"href": "/sandbox/pis/v2.0/payments/instant-credit-transfers/019cfbb3-d015-7a47-bd16-
76f18e90d58e/authorisations/019cfbb3-eee5-771a-b877-89a5a17cd505"
b
"scaRedirect": {
"href": "https://portal.preprod.api.upc.ua/sca-client/mock/upc/bfdb6794-bcb8-4dde-9f3b-
07acf73ef202/019cfbb3-eee5-771a-b877-89a5a17cd505/consent”
}
b
"authorisationld": "019cfbb3-eee5-771a-b877-89a5a17cd505"

}
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